
Beginner to intermediate
 https://elearnsecurity.com/

https://www.immersivelabs.com/
https://blueteamlabs.online/ https://pentesterlab.com/
https://letsdefend.io/ 
https://securityblue.team/
https://tryhackme.com/ 
https://www.hackthebox.com/
https://www.udemy.com/ (Video) 
https://www.itpro.tv/ (Video) 
https://academy.tcm-sec.com/ (Video) 
https://www.cybrary.it/ (Video) 

Memory Forensics
 https://github.com/volatilityfoundation/volatility/

wiki/Memory-Samples
https://winpmem.velocidex.com/docs/ 
https://github.com/ytisf/muninn 
https://www.13cubed.com/episodes/memory.html 

Network Forensics
 https://www.infosecmatter.com/nmap-nse-

library/ 
https://wiki.wireshark.org/SampleCaptures 
http://contagiodump.blogspot.com/2013/04/coll
ection-of-pcap-files-from-malware.html 
https://www.netresec.com/?page=PcapFiles
https://packetlife.net/media/library/13/Wireshar
k_Display_Filters.pdf (cheat sheet) 
https://github.com/odedshimon/BruteShark
https://danielmiessler.com/study/tcpdump/ 

Malware Analysis
 https://www.malware-traffic-analysis.net/ 

https://hackersonlineclub.com/malware-analysis/
https://www.malvuln.com/ (LIVE MALWARE ….
WATCH OUT !!) 
https://malwareanalysis.co/ 
https://github.com/DFIRmadness/infosec-fortress 

Image forensics
 https://dfirmadness.com/the-stolen-szechuan-

sauce/ 
https://www.dfir.training/ 
https://cfreds.nist.gov/ 
https://www.enisa.europa.eu/topics/trainings-for-
cybersecurity-specialists/online-training-
material/technical-
operational#network_forensics 
https://digitalcorpora.org/ 
https://www.circl.lu/services/forensic-training-
materials/ 


